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Elements of Cyber Securlty and IOT

£

Note: 1. Answer any FIVE full questions, choosmg ONE full question fmm each module.

2. M : Marks , L: Bloom slevel, C Course outcomes.

100

£ (Module— 1

M| L C
Q.1 | a. | Explain symmetric encrypti‘on_\'ilith one example. 10| L2 | CO1
b. | Explain the basic fir¢walled network. 10| L2 | CcO1
R OR
Q.2 | a. | Explain the hlerarchlcal structure of the Domam Name System (DNS). 10| L2 | CO1
b. Explam the concept of how to find the 'IP address manually and also | 10 | L2 | CO1
explam IP address conﬁguratlon
Module 2 Y
Q.3 | a. | Explain the concept of centralized botnet mfrastrugt’ur‘es,\ p 10 | L2 | CO2
ALY & %
b. | Explain the race condijtion with an example. V. 10 | L2 | CO2
\\; p ( ; ¢ p
& OR ...~ £
Q.4 | a. | Explain how yi_étinj interaction to fast flux infrastructure. / 10| L2 | CO2
b. | Explain Bru_té'"Eé'rce and Dictionarify':Attécks. 10 [ L2 | CO2
— Wlodule—3___ Aoy
Q5 |a. Explam the concept of Domam Name System (DNS) amplification attacks. | 7 | L2 | CO3
b,. Explam Charlie per forms 'a man in the mlddle attacks against Bob and his [ 7 | L2 | CO3
| bank. : 2 5
¢. | Explain the terlh virtual machine Qbfuséétion. 6 |L2 | CO3
Q.6 | a. | Explain theconcept of spyware. 7 | L2 | CO3
b. | Explain the concept of t'c':)]’(e:p kidnapping. 7 |L2 | CO3
c. | Explain the concept of load library steps and reflective injection steps. 6 (L2 | CO3
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Module — 4 4 z v

Q.7 Justify how IOT and Digitization are having the key dlffel ences. 8 | L2 | CO4
Y
Explain the concept of sensor network. 7 |L2 | CO4
€
Explain the different IOT challenges. S |L2 | CO4
~ S Per
OR \ N TR
Q.8 Explain the different IOT impacts on various technological ‘aspects and | 8 | L2 | CO4
environment. ‘e P AR
/ N ‘ /'/ ;' ,‘ ,
Define sensors and actuators also explain the different types of'Sensors. 7 |L2 | CO4
Explain design constralnts f01 Wireless Smart Objects (WSO) with data [ 5§ | L2 | CO4
aggregation. R
R Module—5_. <
Q.9 With the help. of s physwal layer, MAC layer and security concept explain | 12 | L2 | CO5
how 802. 15 4 c/g differ from 802.15.4 21gbac
A b
With the help of subscribe frame work explam Message Queumg Telemetry | 8 | L2 | CO5
Transpoﬁ (MQTT). /; Q. N
y OR AR
Q.10 Explain Supervisory Cont101 And Data Acqulsmon (SCADA) how it |12 | L2 | CO5
directly communicate over araw socket and Ethemet interface. ¥4
K/ R, €
With the help of physncal layer explain IEEE 1901.2a. £ 8 |L2 | CO5
( AL («’ L9
7/ £ \2*, % % %
£ Q / / :
3 I\ 4
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